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DISCLAIMERS

Allison Funicelli and Cara Staus, have a working relationship with Allied World,
underwriter for the American Professional Agency. As such, they have both a
financial and an intellectual interest in the webinar content. The purpose of this
presentation is to provide a balanced view on the impact of social media on
psychological practice, including implications for therapeutic relationships,
ethics, privacy, professional boundaries, and risk.

The content was created by Allied World and does not reflect the views of APA
or its editorial staff. Email advertising@apa.org to learn more.
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ATTENDANCE

m No CE credit will be offered for this webinar.

m A “Certificate of Attendance” will be emailed to live
attendees only.

m You must attend for 45 minutes to receive the certificate.
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RECORDING

m A recording of this presentation will be emailed to
everyone in 2 weeks’ time.

m The recording will include the presentation slides.
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HAVE A QUESTION?

m You are on mute. Communicate using the Q&A box
in the webinar screen. Submit your questions for our
speakers using the Q&A box.

m Presentation slides will be posted in the chat box of
your webinar screen.




TOPICAL WEBINAR FOR APA MEMBERS

PRESENTERS

Allison Funicelli, MPA, CCLA, ARM, CPHRM,
DFASHRM

Assistant Vice President, Risk Management Group
AWAC Services Company,
a member Company of Allied World

Cara Staus, CPHRM, FASHRM

Assistant Vice President, Risk Management Group
Cara Staus AWAC Services Company,
a member Company of Allied World

Allison Funicelli
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ALLIED WORLD DISCLAIMER

This material is provided as a resource for informational purposes only. It is not
intended as, nor does it constitute, legal, technical or other professional advice or
recommendations. While reasonable attempts have been made to ensure that this
information is accurate and current as of its publication date, we make no claims,
guarantees, representations or warranties, either express or implied, as to the accuracy,
completeness or adequacy of any information contained herein. Consult your
professional advisors or legal counsel for guidance on issues specific to
you. Additionally, this material does not address all potential risks and may contain
time-sensitive information. No responsibility is assumed to update this material and
there is no guarantee or representation that this information will fulfill your specific
needs or obligations. This material may not be reproduced or distributed without the
express, written permission of Allied World Assurance Company Holdings, Ltd, a Fairfax
company (“Allied World”). Actual coverage may vary and is subject to policy language
as issued. Risk management services are provided by or arranged through AWAC
Services Company, a member company of Allied World. © 2026 Allied World Assurance
Company Holdings, Ltd. All rights reserved.
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Objectives

Examine ways to engage with patients and the community on
social media

|dentify risks and challenges of using social media

Review best practices and risk management strategies to
manage and protect your professional reputation on social
media platforms
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Engage with Patients and the Community
on Social Media




Background

Social media is deeply integrated into
personal and professional lives. This shift
brings new opportunities and risks for
psychologists and their patients. Navigating
these challenges requires evolving ethical and
professional strategies in a rapidly changing
digital landscape.
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What is Social Media?
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Source: Merriam-Webster. Accessed June 2024.

This Photo by Unknown Author is licensed under CC BY

https://www.merriam-webster.com/dictionary/social%20media
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Source: Forbes. Top Social Media Statistics and Trends. August 2026.

Social Media is One of the
Most Powerful Online
Platforms

Massive Global Usage

Meta Platform Dominance

Short Video Content- Most
Engaging

Discovery Pathways
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Common Uses of Social Media

m Social & Professional Networking
m Connection

m News and Information

m Entertainment

m Marketing & Promotion

m Education/Advocacy Awareness

m Research




Marketing-

Practice
Growth

Uses of Social
Media in
Psychology
Practice -
Provider
Focused



PATIENT
ENGAGEMENT

REAL TIME
INFORMATION

COMMUNITY
OUTREACH

EDUCATION AND
MENTAL HEALTH
PROMOTION

MARKETING

Benefits of
Using Social
Media in
Psychology



Patient Engagement

%y Communication
How Has
Social Media

Changed
Therapy

Education

Feedback & Reviews

Mental Health/Wellness Apps
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Identify Risks and Challenges of Using
Social Media




PATIENT PRIVACY ~ PROFESSIONAL BOUNDARIES
Why Social CONFIDE&NTIALITY CONDUET
Media Etiquette
Matters

CREDIBILITY OF REPUTATION
INFORMATION



Risks
Associated
with
Engagement
in Social
Media as a
Psychologist

Privacy and Confidentiality
Reputational Harm

Ethical Dilemmas

Boundaries

Cyber Security

Regulatory Compliance
Professional conduct violation

_egal

Unreliable Information
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B. Brandon Au, DDS, Inc.

m December 14, 2022

m Dentist - Impermissible disclosure of PHI in response to an online
review

m Fine-$23,000

Source: US Department of Health and Human Services, Office for Civil Rights, Health Information Privacy. HHS Civil Rights Office Enters Settlement with Dental
Practice Over Disclosures of Patients’ Protected Health Information. December 14, 2022.
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Manasa Health Center, LLC

m June b, 2023

m New Jersey provider of adult and child psychiatric services. Manasa
Health Center impermissibly disclosed the protected health

information of a patient when the entity posted a response to the
patient’s negative online review.

m Fine $30,000

Source: US Department of Health and Human Services, Office for Civil Rights, Health Information Privacy. Health Care Provider in New Jersey That Disclosed
Patient Information in Response To Negative Online Reviews. June 5, 2023.
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Cadia Healthcare Facilities

m September 30, 2025

m Long Term Care - Complaint alleged impermissible disclosed of a
patient’s name, photograph and information pertaining to the
patient’s conditions, treatment, and recovery in the form of a “success
story” posted to Cadia Healthcare Facilities’ website.

m Investigation revealed disclosure of 150 other patients listed on their
website as “success stories”

m Fine-$182,000

Source: US Department of Health and Human Services, Office for Civil Rights. HHS’ Office For Civil Rights Settles HIPAA Investigation Of Cadia
Healthcare Facilities For Disclosure of Patients’ Protected Health Information. September 30, 2025.
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Polling Question
Customer Reviews

303

4.0 out of 5 stars ¥ Does your organization or practice

monitor reviews and is there a process

5 star 57% for managing responses to reviews?
4star bl 17
3 starn 70/ 1. Yes
2 stan il 2. No
| sta 139
' 3. Not Sure

See all verihed purchase reviews »

by Unknown Author is licensed under
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CUSTOMER REVIEW EXAMPLES

3 Wedl Bjo
Very comfortable and respectful interaction during our mesting charging me 398 (out of pocket with full insurance) because i was 15
min |ate Decause | Was im with iy PCP about my heart
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Thank you $0 much for taking the time 1o leave such a wonderful We follow a clearly stated cancellation and attendance policy that
review! We're thrilled to hear that you had a great experience with ks agreed to priof 10 scheduling. While we cannol comment on any
: imndividuad account due to prnacy |.=I'-'r3_ our policy does make
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us—i truly means a lot. Our team is dedicated to delivering exceptions for true emergencies, such as emergency room visits or
exceptional service, and reedDack like yours motivates us 1o keep urgent hospital care. These exceptions are reviewed on a case by
case basis when documentation is provided. For questions aboart

raising the bar. We ook forward to welcoming you back s00n and
specific account, please contact our office directly

continuing to exceed your expectations, Have a fantastic aayt your

Source: https://www.google.com/search?q




Questions to Consider

m What is the purpose of the online post?
Are there benefits?

m How will the message be received by the
social media audience?

m How is confidentiality maintained?

m What is the limit for self-disclosure




Questions to Consider

m How do you separate your professional and
personal social media space”?

m What does E-ethics look like?

m Does an online presence impact your
professional career?
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Review Best Practices and Risk Management
Strategies




Legal and Risk Management
Considerations

= Privacy and Security
= Standard of Care

= Staff Education

= [nformed Consent

= Marketing and Brand Product Promotion
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Legal and Risk Management
Considerations

= Reliability of
Information

= Management of Social
Media Presence

= Professional
Boundaries

= Employment Laws




Medical
Malpractice
Defenses

No Provider / Patient Relationship Established
Clear Consent

HIPAA/Confidentiality Compliance
Professional Ethics Followed

Professional Boundaries Maintained
Avoidance of a Dual Relationship

General Content, Not Patient Specific

Proper Privacy Settings

Immediate Remediation

Documentation
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Risk Management Review

Be Aware of State and Federal Confidentiality Laws

Create a Social Media Policy

Adhere to the APA Code of Ethics

Educate Staff on Appropriate Use of Social Media

Obtain Informed Consent

Maintain Professional Boundaries
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Risk Management Review

Monitor Online Presence

Maintain Separate Personal and Professional Online Accounts

Maintain Robust Cyber Security

Understand Cover Under Professional Liability Coverage

Consider Purchasing Cyber Liability Insurance
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In Summary

Prioritize Risk o
Management Maintain Set Create

Strategies Privacy Boundaries Policies

Staff

Somies Education
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Resources

m American Psychological Association. APA Committee on Professional
Practice and Standards. “APA Guidelines for the Optimal Use of Social
Media in Professional Psychological Practice”. October 2021.

m National Library of Medicine. National Center for Biotechnology
Information. “What | share is not the same as therapy: Psychologist
experiences of Instagram use as a mental health influencer”. February
21, 2025.

m American Psychological Association. Anna Medaris. “Ethical gray areas,
trolls, and more: Ways to create trustworthy social media content.” April
1, 2024. Vol. 55 No. 3.
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The APA-Preferred Professional Liability Insurance Trusted by Psychologists Nationwide

Trusted
Coverage

Exclusive
Savings

\

AmericanProfessional.com/apa-member-program

Coverage designed exclusively for psychologists, at
every stage of your career

Chosen by over 100,000 mental health professionals

Backed by the expertise of a team who understands
your profession and are easily accessible

APA Members Save 20% on annual premiums

Switch from your current provider anytime.
No gaps. No hassle.
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American Professional Agency, Inc.
APA-Preferred Professional Liability Insurance
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AUDIENCE Q&A
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FINAL THOUGHTS

m Arecording will be emailed to you in 2 weeks. It will include the
presentation slides.

m Take our survey immediately after the webinar has concluded.
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THANK YOU!

PAID FOR BY

American Professional Agency, Inc.
Leaders in Professional Liability Insurance
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